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DETAILED ACTION 



1. Claims 1-30 are pending in this office action. 



2. Applicant's arguments, filed October 17, 2005, have been considered and are 
persuasive. However, a new ground of rejection is made. 



Rejections 

3. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 



Claim Rejections - 35 USC § 103 

4. Claims 1-10. 12-20. and 22-29 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Linsker et al. (U.S. Patent No. 5,680,455) in view of Weller (U.S. 
Patent Pub. No. 2002/0080959). 



Regarding claims 1, 12. and 22 . Linsker et al. teaches a method/system/printer 
for regulating the ability of a user to print on a printer, comprising: 

• A sending processor that includes a private key of a sender, where the private 
key forms a key pair with a public key, the sending processor being adapted to 
encrypt an aspect of a print job using the private key and to send the print job 
and encrypted aspect over a network (col. 4, lines 43-58); and 
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• A printer in communication with the sending processor, where the printer is 
adapted to receive the print job and encrypted aspect from the sending processor 
and to verify the sender by decoding the encrypted aspect using the public key 
(col. 4, line 66 through col. 5, line 50). 

Linsker et al. does not teach to print a document based on the print job only if the 
aspect of the print job is decoded successfully. 

Weller teaches to print a document based on the print job only if the aspect of the 
print job is decoded successfully (paragraph 0032). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine only printing if the aspect of the print job is decoded 
successfully, as taught by Weller , with the method/system/printer of Linsker et al. It 
would have been obvious for such modifications because preventing printing until an 
aspect of the print job is decoded successfully proves that the sender really sent the 
document that they said they sent. 

Regarding claims 2, 3, 13, and 23 , Linsker et al. as modified by Weller teaches 
where the printer is located at a printing site and the sender is verified upon a 
demonstration that the sender possesses the private key at the printing site (see col. 5, 
lines 41-50 of Linsker). 
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Regarding claims 4, 14, and 24 , Linsker et al. as modified by Weller teaches 
where the private key is stored on a portable processor and possession is demonstrated 
with a locally-restricted optical signal (see fig. 2, ref. num 208 of Linsker). 

Regarding claims 5, 15, and 25 , Linsker et al. as modified by Weller teaches 
where the aspect relates to content of the print job (see col. 4, lines 55-58 of Linsker). 

Regarding claims 6, 16, and 26 , Linsker et al. as modified by Weller teaches 
where the aspect, after encryption, is a digital signature (see col. 4, lines 45-49 of 
Linsker). 

Regarding claims 7, 17. and 27 , Linsker et al. as modified by Weller teaches 
where the public key is included in a digital certificate (see col. 5, lines 7-19 of Linsker). 

Regarding claims 8, 18, and 28 , Linsker et al. as modified by Weller teaches 
where the public key is included in the print job (see col. 4, lines 55-58 of Linsker). 

Regarding claims 9, 19, and 29 , Linsker et al. as modified by Weller teaches 
where the public key is obtained by the printer from a public key database (see col. 5, 
lines 3-7 of Linsker). 
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Regarding claims 10 and 20 , Linsker et al. as modified by Weller teaches where 
the public key is linked to an authorization table that permits the sender to print on the 
printer (see col. 8, lines 10-12 of Linsker). 

Claims 11. 21, and 30 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Linsker et al. (USPN '455) in view of Weller (US PGPUB 
2002/0080959), and further in view of Pravetz et al. (U.S. Patent No. 6,185,684). 

Regarding claims 11 and 21 Linsker et al. as modified by Weller teaches all the 
limitations of claims 1 and 12, respectively, above. However, Linsker et al. as modified 
by Weller does not teach where the print job is at least partially encrypted by the sender 
with a public key of the printer. 

Pravetz et al. teaches where the print job is at least partially encrypted by the 
sender with a public key of the printer (col. 4, line 63 through col. 5, line 8). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine encrypting the print job by the sender with a public key 
of the printer, as taught by Pravetz et al. , with the method/system of Linsker et 
al./Weller . It would have been obvious for such modifications because this allows only 
the printer to be able to decrypt the print job with its own private key. 
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Regarding claim 30 , Linsker et al. teaches a method for regulating the ability of a 
user to print on a printer, comprising the steps of: 

• Receiving, at a printer, a print job from a user, where the print job includes a 
representation of a document and an aspect of the print job that is encrypted with 
a private key of the user (col. 4, lines 42-58); 

• Verifying the user by decoding the aspect using a public key of the user, where 
the public key and the private key form a key pair (col. 5, lines 26-40). 

Linsker et al. does not teach determining, in a process distinct from verifying, if 
the user with the private key has permission to print and printing the document on the 
printer only if the aspect is decoded successfully and the user has permission to 
print. 

Pravetz et al. teaches determining, in a process distinct from verifying, if the user 
with the private key has permission to print (fig. 6 and col. 5, lines 9-16) and the user is 
a verified user and has permission to print (fig. 10B, ref. num 1012/1013). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine determining if the user with the private key has 
permission to print and printing the document on the printer when the user has 
permission to print, as taught by Pravetz et al. , with the method of Linsker et al. It would 
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have been obvious for such modifications because determining permissions and 
verifying users provides secured access to a document (see abstract of Pravetz et al.). 

The combination of Linsker as modified by Pravetz et al. still does not teach 
printing the document on the printer only if the aspect is decoded successfully. 

Weller teaches printing the document on the printer only if the aspect is 
decoded successfully (paragraph 0032). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine only printing if the aspect of the print job is decoded 
successfully, as taught by Weller with the method of Linsker et al. /Pravetz et al. It 
would have been obvious for such modifications because preventing printing until an 
aspect of the print job is decoded successfully proves that the sender really sent the 
document that they said they sent. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Brandon S. Hoffman whose telephone number is 571- 
272-3863. The examiner can normally be reached on M-F 8:30 - 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on 571-272-3795. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more, information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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